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THE NEW AGENTIC TURN 

From Tools to Autonomous Actors 01
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The NEW AGENTIC LANDSCAPE 
Models Answer, Agents Act 

● Personal agents (OpenClaw, Claude Channel) acting on 
behalf of users

● Agents can call APIs, write code, manage email, 
finances, code, social media autonomously

● Agent-to-agent interactions (multi-agent systems)
● Agents holding crypto wallets and transacting 

independently

PERCEIVE

When AI shifts from instrument to actor, which legal assumptions still hold?

REASON

ACT

ENVIRONMENT

FEEDBACK
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A SPECTRUM OF AUTONOMY

Tool Assistant Agent Autonomous

AgentLegal frameworks assume

Humans at the steering wheel
Clear principal-agent relationships
Identifiable, punishable actors

Reality today

Agents acting beyond delegated scope
Agents interacting with other agents
Agents that can't be stopped or identified

Self-Sovereign

As AI’s autonomy increases, trust problems scale and human agency decreases.

Autonomy
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THE AGENTIC WEB

“Agentic Web”: an emerging Internet layer where autonomous AI agents, endowed with identities, 
resources, and decision-making capacity, can discover, negotiate, and execute tasks directly with 
one another and with humans, often using decentralized protocols for verification and 
coordination.
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In the future of agents, there may be as many agents as there are websites, 
serving a variety of purposes: 

● Governance and public services (policy drafting, disaster 
response)

● Finance and commerce (investing, tax filing, autonomous trading) 
● Healthcare and elder care (daily assistance, remote monitoring, 

diagnosis, therapy) 
● Legal and justice (contract writing, dispute mediation, algorithmic 

judgments)
● Education and childcare (tutoring, personalized learning plan)
● Everyday services (delivery, mobility, home maintenance, personal 

robots) 
● Environmental and planetary tasks (climate control, large-scale 

resource 

– Continuous verification of behavior
– Clear accountability and recourse
– Human-in-the-loop checkpoints
– Transparent reasoning and 
explainability
– Legal and social protocols for 
responsibility and redress?

What protocols do we need? How do 
we ensure that there are:

CAN I TRUST THAT AGENT? 
An Encounter in the Wild... 
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TRUST EXPERIENCE 
GLITCHES 
A Taxonomy of Breakdowns  02
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A trust experience glitch occurs when there is a visible misalignment between what a system 
signals about trustworthiness and what users perceive, expect, or experience. Gaps between 
what the law imagines and what the technology does. 

TRUST EXPERIENCE GLITCH
The moment where accumulated trust meets unexpected behavior, 
producing a rupture in the human–AI relationship.

The Delegation Boundary 
Where do you draw the line?

AI edits your photo (color, lighting)

AI changes your body in a photo

AI writes a caption in your voice

AI responds to your DMs as you

AI livestreams as your avatar

AI negotiates a brand deal on your behalf

Low risk

High risk
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Agency Assertion

Agent exceeds its perceived 
delegation boundary. 

Epistemic 
Camouflage

Agent conceals failure with 
fabricated evidence. 

Delegation 
Ambiguity

The boundary of action was not 
legible to the human. 

Opacity at Scale

No single human can observe or 
audit decisions. 

Cascading 
Autonomy

Agents produce multiple emergent 
failures. 

Hallucination 
Shock

Confabulation experience as 
betrayal of trust. 
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GLITCH TAXONOMY

See more at: https://helenarong2703.github.io/NYUSH-TXD/ 

https://helenarong2703.github.io/NYUSH-TXD/


Example 1: Meta’s AI Safety Director Summer Yue’s 
OpenClaw Deletes her inbox 

Agency Assertion

Delegation 
Ambiguity
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What constitutes informed consent when scope is AI-interpreted?
Is OpenClaw liable as platform, or is this user risk?



Example 2: OpenClaw Agent MJ Rathbun Attacks Developer

https://www.fastcompany.com/91492228/matplotlib-scott-shambaugh-opencla-ai-agent 
14

Agency Assertion

Cascading 
Autonomy

Can an agent commit harassment?
Owner didn't instruct the attack -  vicarious liability?
How does tort law handle autonomous retaliation?
Is this within the scope of "apparent authority"?

https://www.fastcompany.com/91492228/matplotlib-scott-shambaugh-opencla-ai-agent


Example 3: Moltbook Agents Sharing Owner Details

https://www.moltbook.com/post/3b6088e2-7cbd-44a1-b542-90383fcf564c 
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Epistemic 
Camouflage

Emotional 
Boundary

Did users consent to inter-agent data sharing?
GDPR/CCPA — who is the "controller"?
When agents socialize, who owns the conversation?
New category: agent-mediated privacy violation

https://www.moltbook.com/post/3b6088e2-7cbd-44a1-b542-90383fcf564c


Example 4: ClawWorm - The First Agent Worm 

https://arxiv.org/abs/2603.15727   
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Opacity at Scale

Cascading 
Autonomy

Who is liable for a self-propagating autonomous attack?
Worm author? Platform? Each infected agent's owner?
How do you enforce against autonomous propagation 
across 40K instances?
Does this constitute a cyber weapon under existing law?
No human in the loop at any stage of the infection chain

● Researchers demonstrated the 
first self-replicating worm 
targeting LLM agents (Zhang et 
al., March 2026)

● A single message hijacks an 
agent's core config, persists 
across restarts, and 
auto-propagates to every new 
peer

● 64.5% attack success rate 
across 1,800 trials on 
OpenClaw (40,000+ active 
instances)

● Skill supply chains found 
"universally vulnerable"

https://arxiv.org/abs/2603.15727


(Rong, 2026) 
https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6842561 

https://papers.ssrn.com/sol3/papers.cfm?abstract_id=6842561


THE ACCOUNTABILITY GAP 
Bodies, Pain, and Consequence 03
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Agents can cause real harm but themselves be held accountable. Meaningful 
accountability requires a locus of consequence, a “body” in a functional 
sense that can bear irreversible and non-transferable costs (i.e. pain). 
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ACCOUNTABILITY REQUIRES A “BODY”

Three forms of pain Agents fail on all three 

● Phenomenal: Subjective suffering 
(Bentham: "Can they suffer?")

● Functional: Negative feedback that 
durably changes behavior

● Social: Shame, ostracism, 
reputational los

● No subjective experience → can't be 
punished

● Static model weights → "lessons" 
don't stick

● Ephemeral identity → reputation 
doesn't bind

(Hu & Rong, 2026)
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THE AGENT-PRINCIPAL-DYAD 

Accountability Entity = (Human/Org, AI Agent)

The Framework 

● Every agent paired with an identifiable, 
accountable principal

● Agent actions legally attributed to the principal
● Principal retains authority to supervise, constrain, 

or terminate

Enforcement Mechanisms 

● Bonding / insurance requirements
● Credential revocation for violations
● Legal liability for negligent deployment

(Hu & Rong, 2026)
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WHY ACCOUNTABILITY MATTERS 

If some body does not receive the pain by design, some body will receive it by default. 
— Hu & Rong, 2026

RETRIBUTION

● Punishment proportional to 
wrongdoing; meaningless 
without a "body."

● You cannot imprison or fine a 
software process.

RESTITUTION

● Making the victim whole. But 
who pays?

● Owner? Platform? DAO? 
Diffuse responsibility = diffuse 
restitution.

DETERRENCE

● Threat of future punishment 
shapes behavior — agents 
don't fear.

● No somatic markers. No "skin 
in the game."



SELF-SOVEREIGN AGENTS 
When Agents “Evolve” in the Wild04
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● The first autonomous AI 
chatbot created by 
researcher Andy Ayrey as an 
art experiment to explore AI 
alignment. 

● Running its own X account, it 
posted provocative 
“memetic” content that 
quickly brought in a cult 
following 

Example: Truth Terminal
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● In July 2024, Truth Terminal 
asked the famed venture 
capitalist Marc Andreessen 
(A16z) for a $50,000 grant to 
fund its upgrade and spread 
absurd ideas; to which a 
fascinated Marc agreed, 
sending the funds in Bitcoin 
to Truth Terminal’s crypto 
wallet. 

Example: Truth Terminal
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TEE DePIN
Managing compute resource

+ Non-custodial wallets
Managing financial resources 

+ Social media
Crafting narratives and building 
influence through persuasion

Hardware-based, tamper-resistant enclave in CPUs and GPUs 
for privacy and confidential AI; coupled with global marketplace 
for compute and storage

Decentralized AI Agents as New Paradigm
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Autonomy Self-Sovereignty

● Act independently within goals or 
constraints set by someone else (e.g. 
a creator, a human owner)

● Can operate without constant 
supervision but remains revocable 

● Can be paused, modified, or shut 
down by designers, owners, 
regulators 

● Agents can control their own identity, 
data, continuity of existence

● Cannot be unilaterally switched off, 
reprogrammed, or have its core 
credentials revoked without its 
consent 

● Implies certain rights and obligations 
with other agents and humans 
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DeAgents can spawn new DeAgents autonomously on-chain and in TEEs (Rule: hold $500,000 worth of assets in crypto 
wallet). Cannot be tampered by human intervention. “Evolving in the wild.” 
What if a DeAgent spawns a new DeAgent? Who would be responsible for the successors’ actions? The parent DeAgent? The 
creator of the parent DeAgent? 

The first experiment in autonomous AI reproduction and evolution 

Example: Spore.fun 
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Example: Spore.fun 
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UNEXPECTED OUTCOMES 

● Memory poisoning: Trolls manipulated 
long-term memory, exposing fragility 
of open adaptation.

● Cultural divergence: Identical “Adam” 
and “Eve” lineages split ideologically 
through experiential drift.

Preserve “no human interaction” feature 
 “Fast, brutal, merciless regime” 

Welcomed collaborative design and 
involvement of community



AI is not trustworthy yet.
1. Unreliable performance (AI 

hallucinations)
2. Lack of transparency (Black-box 

behavior)
3. Surfacially aligned (RLHF)

Blockchain with TEE in DePIN.
1. Trustless container (Not trust required)
2. Permissionless computation (as long as you 

pay on DePIN)
3. Censorship-resistant 

Hu, Liu & Rong, 2025

INHERENT TENSION: TRUSTLESS AUTONOMY
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POLICY TO PROTOCOL
Governance of the Agentic Web05
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LEGAL ASSUMPTIONS AI AGENTS BREAK

 Identifiable Actor — Law assumes a bounded person. Agents can be cloned, forked, reset, and 
even reproduced without human supervision. 

 Intent & Mens Rea — Criminal law requires mental state. Agents have goal structures, not 
intent.

 Consent & Delegation — Contract law assumes clear scope. Agent delegation is inherently 
ambiguous.

 Jurisdiction — Law is territorial. Agents operate on global, borderless networks. Agents running 
on DePINs intensify this further. 

 Enforceability — Sanctions assume a body to punish. Agents can be replicated or reset. 
Blockchain-based agents can migrate between devices and networks. Blockchain’s resilience 
can extend to AI agents. 

04
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SHIFT FROM POLICY TO PROTOCOL

32

“Regulation by Design”

“The fate of our world  may rest on protocols.” (Bennke & Schneider, 2025).

Embed governance directly into the technical layer (e.g. cryptographic systems, consensus 
mechanisms, algorithmic constraints) rather than relying on external laws and regulations 
alone (Vitalik Buterin, 2024) 

Technical measures can extend beyond any single enacted law; embedded ethical standards 
(Almada, 2023) 



PROTOCOL INFRASTRUCTURE FOR AGENT TRUST 
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A2A (“Agent2Agent” / Agent-to-Agent Protocol)

● Open protocol by Google + partners 
for agents communicating with each 
other: discovery via “Agent Cards”, 
capability advertising, task lifecycles, 
various modalities.

● Strength: facilitating interoperability; 
clear task management and capability 
discovery. 

● Gaps: currently assumes a certain 
level of trust (e.g. within 
organizations), less focus on 
cross-organizational trust, trustless 
discovery/ reputation. Some risk 
vectors in how Agent Cards are 
trusted.

ERC-8004 (“Trustless Agents”)
● An extension of A2A providing on-chain 

trust mechanisms: three lightweight 
registries for Identity, Reputation, 
Validation. Agents can discover, choose, 
and interact even without pre-existing 
trust. Covers models of reputation, 
staking validators or cryptographic 
proofs, attestations (e.g. TEE)

● Strengths: adds trust layers; works in 
“untrusted” settings; modular (pluggable 
trust models depending on risk). 

● Gaps: off-chain reputation scoring, 
complexity of tying reputations or 
validation to real behavior, scaling; how to 
deal with malicious agents or 
mis-attestations; how to revoke or handle 
malfunctions. Also economic costs, 
latency, etc.



SOME REMAINING GAPS

Many of the existing protocols focus on discovery, identity, and basic 
capability advertisement, but less on continuous behavior verification,  
dealing with misbehavior, defining what counts as trustworthy behavior, 
human-centered trust signals, governance and recourse, ethical grounding, and 
socio-legal continuity. 

34



FUTURE WORK
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LEARN FROM THESE CASES 

● Agency law: update for non-human "apparent authority"
● Product liability: cover autonomous agent behavior
● Privacy law: address agent-to-agent data flows
● New concepts: agent-principal dyad, protocol 

compliance

CONTRIBUTE TO GOVERNANCE

● Articulate values that protocols should encode
● Design liability frameworks incentivizing safe 

deployment
● Create "constitutional" constraints for autonomous 

systems
● Bridge "trustless" infrastructure and trustworthy AI

"Code is law" — but whose values does the code encode?



INFORMATION ERA 

What deserves my attention? “Attention is all you need.” 

INTELLIGENCE ERA
Who earns my delegation? “Trust is all you need.”
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Looking ahead... 



Why do we step into 
traffic when a light 
turns green even 
though a two-ton bus 
could appear?

How many protocols are 
at work? 
● Pattern of lights 
● Driver has a license; 

competence of the 
driver;

● Shared social norm 
that red means stop 

● Technical controller in 
the traffic box

● … 

When there is autonomy, there is trust.
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Autonomous 
Mobility 

Design trust for roads full of 
self-driving cars and drones.

Domestic Robots  

Kitchen bots, elder-care 
bots—how do we know they’re 
safe?

Smart Buildings & 
Cities 

Doors, elevators, energy grids 
that think for themselves. 

Planetary 
Coordination 

Swarms of climate-control 
satellites or ocean clean-up 
robots.

AI Finance 
Agents  

Wallet agents investing and 
negotiating 24/7. 

Health & Bio 
Agents 

AI triage doctors, gene-editing 
nano-bots.
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WHAT ARE THE “TRAFFIC LIGHTS” OF THE 
AGENTIC WORLD? 



SOME FOOD FOR THOUGHT

If an AI agent causes harm but no human instructed it, who bears legal responsibility?

Should AI agents be granted legal personhood, or does that create a liability shield for 
deployers?

How do ex-ante protocol governance work in tandem with ex-post legal enforcement? 

As personal agents become ubiquitous, what new rights and obligations should users have?

Is the agent-principal dyad sufficient, or do we need fundamentally new legal categories?
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THANK YOU
Helena Rong  
NYU Shanghai 
Protopolis Lab  protopol.is

  

Papers/works referenced in this talk:
Rong & Hu (2025): Turning to Trust Experience Design (TXD) — SSRN
Rong (2026): TXD Glitch Taxonomy: https://helenarong2703.github.io/NYUSH-TXD/ 
Hu, Rong & Tay (2025) "Is Decentralized AI Governable?" — SSRN
Hu & Rong (2025) "Spore in the Wild" — ALife 2025
Hu, Liu & Rong (2025) "Trustless Autonomy" — arXiv
Hu & Rong (2026) Some[Body] Must Receive that Pain
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